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Abstract—The ability to exchange secret messages and protect
against security attacks becomes increasingly important for
providing information superiority and confidentiality in modern
information systems. These systems require shared secret keys,
which can be generated from common random sources with
known distributions. However, the assumption on the distribution
of the sources may not hold in many realistic scenarios. In this
paper, we establish a mathematical framework for secret-key
generation using common unknown deterministic sources (UDSs).
In particular, we propose a new information measure called
intrinsic information to characterize the achievable length of the
secret key that can be generated from a UDS. As a case study,
we consider a wideband propagation medium in mobile wireless
networks as a UDS and derive its intrinsic information as a
function of various network parameters. Our results provide a
non-Bayesian perspective for secret-key generation as well as
practical implications of this new perspective.
Index Terms—Secret-key generation, physical-layer security,
wideband channels, non-Bayesian inference.

I. I NTRODUCTION
ECURE COMMUNICATION is essential for providing
information superiority and confidentiality in modern information systems. It is a challenging task in wireless systems,
due to the broadcast nature of radio frequency (RF) transmission. Contemporary wireless security methods, employing
cryptographic protocols (e.g., RSA) at upper layers of a
network, rely on the computational difficulty of some numbertheoretic problems (e.g., factorization) [1]–[3]. Another branch
of secure communication techniques, known as physical-layer
security or information-theoretic security, exploits properties
of the physical medium (e.g., wireless channels) [4]–[9]. Such
security techniques require no assumption on the adversary’s
computational capability, and they can complement existing
upper-layer security algorithms for enhancing communication
secrecy. Moreover, there is an emerging research trend in
network secrecy that leverages intrinsic properties of large
wireless networks for secure communication [10]–[14].
Information-theoretic security originates from the notion of
perfect secrecy [4], which can only be achieved when the
secret key is at least as long as the message. This work
was then extended by the seminal work [5]–[7], in which the
adversary on a wiretap channel receives degraded messages
compared to the legitimate nodes. It was shown later in [8],
[9] that a positive secrecy capacity can still be achieved even
when the adversary has a better reception, provided that the
legitimate nodes can also communicate over an insecure but
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authenticated channel. Physical-layer security research has
followed two main directions, secret-key agreement [15]–[20]
and secrecy capacity [21]–[27]. Their analysis can be unified
by the source and channel type models [8]. In essence, all the
work on physical-layer security is built upon the availability
of the randomness with a known distribution, either for the
source or the channel, shared between the legitimate nodes.
For example, in secret-key agreement, two legitimate nodes
aim to agree on a key that is secret to the eavesdropping node
by using correlated observations via public discussion [8], [9].
The reciprocity1 of wireless propagation channels [28]–
[31] has been considered as a source of common randomness
for secret-key generation using both narrowband transmission [32]–[34] and ultra-wide bandwidth (UWB) transmission
[35]–[37]. Propagation of UWB signals in multipath environments [38]–[42] provides a rich common source between two
legitimate nodes. This source is ideal for generating secret
keys, since it is difficult for eavesdropping nodes to intercept
or observe the channel between legitimate nodes. Based on
the random source model [9], the secret-key rate was derived
for UWB channels where the channel gains are assumed
to be Gaussian random variables (RVs) [35]. However, the
Gaussian assumption of the channel gains often does not
hold, especially for UWB signals in multipath environments.
In many scenarios, it may even be unrealistic to statistically
model the unknown parameter of the source [43]. This leads
to a fundamental question: what is the achievable length of
the secret key that can be generated from common unknown
deterministic sources (UDSs)?
To the best of the authors’ knowledge, no research has
addressed the use of common UDSs for secret-key generation
from an information-theoretic perspective. Note that existing
information measures are either not well-defined or not suited
for unknown deterministic parameters (UDPs) in the context of
secret-key generation. For example, mutual information only
deals with RVs and is undefined without a known distribution
[44], Fisher information quantifies the bound for the estimation
error and is often independent of the parameter value [43], and
quantization only gives an approximate number of reliable bits
in the presence of observation noises in high SNR regimes
[45].
In this paper, we establish a mathematical framework for
secret-key generation using common UDSs. We determine the
secret-key length via an information-theoretic analysis, starting
from binary representation of real-valued parameters and then
extending to the general case. As a case study, we consider the
wideband channels in mobile wireless networks as a common
UDS between two legitimate nodes for secret-key generation.
1 The channel reciprocity principle between two transceivers refers to the
scenario in which the channel impulse responses from each transceiver to the
other are identical except for observation noises.
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The main contributions of the paper are as follows.
• We propose a new information measure called intrinsic
information and characterize the achievable length of the
secret key that can be generated from a UDS.
• We derive the intrinsic information of real-valued parameters represented in different bases, obtain its functional
properties, and quantify the information loss due to finitebase representations.
• We determine the intrinsic information of a wideband
propagation medium in mobile wireless networks, providing insights into the potential of time-varying wideband
channels for secret-key generation.
The outcome of this work can be used to complement contemporary cryptography systems and foster new secure and
authentication applications in mobile wireless networks.
The rest of the paper is organized as follows. In Section II,
we present the preliminaries including the problem statement
and a process of secret-key generation. In Section III, we give
the main results for the intrinsic information. In Section IV, we
determine the intrinsic information of wideband channels in
a mobile wireless network. Finally, numerical and simulation
results are given in Section V, and the conclusions are drawn
in the last section.
Notations: All logarithms are base 2 and the information is
measured in bits unless otherwise specified; P{·} denotes the
probability of an event; H(·) and h(·) denote the discrete and
differential entropy functions, respectively; N (μ, Σ) denotes
the Gaussian distribution with mean μ and covariance matrix
Σ; U(G) denotes the uniform distribution on the set G;
|G| denotes the cardinality of the set G; Ex {·} denotes the
expectation operator with respect to the random vector x; AT ,
A† , tr{A}, and |A| denote the transpose, Hermitian transpose,
trace, and determinant of A, respectively; matrices A  B
denotes that A − B is positive semidefinite; ⊗ denotes the
Kronecker product; EN
i,j denotes the N × N matrix with all
zeros except a 1 on the ith row and jth column; In ∈ Rn×n
denotes an identity matrix, where the subscript n is omitted if
clear in the context; [ x ]+ denotes max{x, 0} for x ∈ R; and
x and x denote the largest integer not greater than x and
the smallest integer not less than x, respectively.
II. P RELIMINARIES
In this section, we present the problem statement, introduce
the notions of intrinsic digits and uncertainty sets, and describe
an enciphering and deciphering process.
A. Problem Statement
Consider a scenario where two legitimate nodes 1 and 2
(Alice and Bob) and an eavesdropping node 3 (Eve) have noisy
observations of the common source with parameter x ∈ R,
given by
X = x + N1 , Y = x + N2 , Z = x + N3

(1)

where Nk ’s are additive Gaussian noises. Alice and Bob aim
to generate a key that is secret to Eve using their respective
observations together with public discussion (see Fig. 1).
In contrast to the conventional setting where x is a RV with
a known distribution, we consider x to be a UDP as in classic
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Fig. 1. Secret-key generation: (a) Alice, Bob, and Eve have noisy observations
of a common source; (b) Alice and Bob generate a key that is secret to Eve
using their respective observations together with public discussion.

detection and estimation theory. The goal of this work is to
characterize the achievable length of the secret key that Alice
and Bob can generate from their respective observations X
and Y of the parameter x.2
In this paper, we mainly focus on the case in which Eve has
access to the public channel but no observation of the common
source.3 We will give a brief discussion on the general case
in which Eve also has an observation of the source in Section
III-D.
B. Intrinsic Digits and Uncertainty Sets
We next introduce the notions of the intrinsic digits and the
uncertainty set of a quantized real-valued parameter.
For a nonzero parameter x ∈ R=0 , let sx be the sign of x,

x>0
logM |x| ,
lx :=
logM |x| − 1 , x < 0
and
x(i) := M i x̆ − M M i−1 x̆ ,

i∈Z

where x̆ := x + (M + 1) M · 1{sx =−1} . Then, the M -ary
representation of x quantized to the mth digit after the decimal
point (m ∈ Z) can be written as
m

x(i) · M −i (2)
xm = −(M + 1) M lx · 1{sx =−1} +
lx

4

i=−lx
2 Analogous to the rate of the secret key generated from a random source
using sufficiently many independent RVs [9], the length of the secret key
generated from a UDS is achievable in the information-theoretic sense of
using sufficiently many different UDPs.
3 For instance, the wireless channel between Alice and Bob serves as a
common source, which cannot be observed by Eve at a position away from
Alice or Bob.
4 The term (M + 1) M lx translates x to the interval [M lx , M lx +1 ) when
x < 0.
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where sx ∈ {−1, 1}, the most significant bit (MSB) x(−lx ) ∈
M \ {0}, and x(i) ∈ M for −lx + 1 ≤ i ≤ m, in which
M := {0, 1, . . . , M − 1}. Note that the digits to the left of
MSB x(i) = 0 for i ≤ −lx − 1 are dummy digits.
Definition 1 (Intrinsic Digits): The intrinsic digits of xm
with M -ary representation are defined to be {sx , x(i) : −lx ≤
i ≤ m} given in (2).
Definition 2 (Uncertainty Set): The uncertainty set of xm
is defined to be the set generated by its intrinsic digits over
all possible values, given by
m


SM (xm ) := − (M + 1) M lx 1{s̃x =−1} +
x̃(i) · M −i :
i=−lx

s̃x ∈ {−1, 1} , x̃(−lx) ∈ M \ {0},

x̃(i) ∈ M , −lx + 1 ≤ i ≤ m .
Remark 1: Note that the parameters x with the same lx
generate the same uncertainty set SM (xm ). Moreover, when
partial knowledge of x is available such that x is nonnegative,
the sign sx ≡ 1 is no longer an intrinsic digit and s̃x
in SM (xm ) is always equal to one, thus reducing the
cardinality of the uncertainty set by half (see Appendix A
for details).
We now give the following perspective for UDPs: since the
quantized parameter xm is unknown before observation, all
parties can at best assume xm to be one of the elements in
its uncertainty set without favoring any particular one. Even
after the observation, Eve still does not have access to the
intrinsic digits of xm . Thus, the uncertainty set SM (xm )
form a basis for generating a secret key from the common
UDS between Alice and Bob. However, the dummy digits to
the left of the MSB of x are not safe for secret-key generation
since they are zeros by default.5 The notion of secrecy will
build upon this perspective.
C. Enciphering and Deciphering Process
We now introduce an enciphering and deciphering process
that uses the intrinsic digits of the quantized parameter xm ,
based on which we give the notion of the secret-key length.
To facilitate the discussion, we start with the case in which
Alice and Bob’s observations are X = x and Y = x + N ,
respectively. In Section III-D, we will extend the results to the
case of (1).
Let W be a confidential message following a uniform
distribution on a finite set W. The enciphering process is a
deterministic mapping e : W × SM (xm ) → W  that transforms the plain message W to the cryptogram e(W, xm ).
The deciphering process is a deterministic mapping d :
W  × SM (xm ) → W that transforms the cryptogram back
to the plain message. Note that the enciphering process is
reversible so that the deciphering is unique if xm is known,
i.e., d(e(w, xm ), xm ) = w for any (w, xm ) ∈ W ×
SM (xm ). We consider the following secure communication
scheme:
5 More specifically, if X ⊆ R is the set of parameters for which a secretkey generation protocol uses some dummy digits, then Eve would have partial
knowledge of the secret key generated from those x ∈ X by assuming the
first a few digits of x to be zeros.
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Alice enciphers the message W using xm to the
cryptogram e(W, xm ) and broadcasts the cryptogram
on the public channel;
Bob deciphers the message W from the cryptogram using
his noisy observation
Ym := xm + N m

where N m denotes the quantized noise.
While Eve has access to the cryptogram e(W, xm ) from the
public channel, she cannot favor xm to be any particular
element in SM (xm ). This implies that secrecy of W with
respect to Eve can be guaranteed by proper enciphering if
|W| ≤ |SM (xm )|.6 Thus, we consider |W| = |SM (xm )|
and W  = W to achieve the largest possible message set with
secrecy.
Meanwhile, Bob deciphers the cryptogram using Ym , from
which he can obtain the likelihood of xm . Such deciphering
creates a conceptual secure channel between Alice and Bob.
The secret-key length LS (xm ; Ym ), generated from the
common UDS between Alice and Bob, is defined as the rate
of this conceptual channel, i.e.,


LS (xm ; Ym ) := I W ; Ym , e(W, xm )


(3)
= H(W ) − H W |Ym , e(W, xm )
where the UDP xm ∈ SM (xm ).
While finer quantization of x gives more intrinsic digits, the
lower digits of Ym are less reliable for representing those of
xm due to the observation noise. We next characterize the
secret-key length for the real-valued parameter x by taking the
limit of LS (xm ; Ym ) as m → ∞.
III. I NTRINSIC I NFORMATION
In this section, we first derive the secret-key length for
the standard case with binary representation and no scaling.7
We then introduce the notion of intrinsic information and
determine such information for the general case with M -ary
representation and scaling.
A. Standard Case
We first consider the standard case where binary representation (M = 2) is used and no scaling is applied before secretkey generation. If the parameter x ∈ GS := [−2, −1) ∪ [ 1, 2),
then the quantized parameter xm by (2) belongs to GS,m :=

k/2m : k ∈ Km , where

Km := 2m + k  , −2m+1 + k  : 0 ≤ k  ≤ 2m − 1, k  ∈ Z .
Note that the uncertainty set S2 (xm ) = GS,m for any x ∈
GS , and the cardinality of the sets |GS,m | = |Km | = 2m+1 .
The quantized noise is given by N m ∈ {k/2m : k ∈ Z}
with distribution
 k

k 
k + 1
.
Pk,m := P N m = m = P m ≤ N < m
2
2
2
6 For example, one-time pad employing the intrinsic digits of x
m can be
used for the enciphering and deciphering process.
7 Note that Alice and Bob can scale their observations together by a known
constant t ∈ R=0 before generating a secret key. Such scaling operations
may increase or decrease the secret-key length as will be shown in Section
III-B.
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We next derive the secret-key length generated from the
quantized parameter xm and the observation Ym for the
standard case.
Proposition 1: For xm = k0 /2m ∈ GS,m where k0 ∈ Km ,
the secret-key length generated from xm and Ym is

LS (xm ; Ym ) = H(Um ) −
Pk1 −k0 ,m
(4)
k1 ∈Z

· H Um Um + N m =

k1
2m

where the auxiliary RV Um ∼ U(GS,m ).
Proof: See Appendix B.
To facilitate further analysis, we now introduce a new information measure called intrinsic information between xm
and Ym , defined as the average of the secret-key length
LS (xm ; Ym ) over the uncertainty set of xm , i.e.,8
(2)

IS (xm ; Ym ) :=

1
|S2 (xm )|



LS (x̃m ; Ỹm )

x̃m ∈S2 (xm )

(5)
where Ỹm = x̃m + N m . The intrinsic information has
good information-theoretic properties as shown in the next
proposition, and hence, we will use intrinsic information to
characterize the secret-key length in this paper.9
Proposition 2: For a parameter x ∈ GS , the intrinsic
information between xm and Ym for the standard case is
(2)

IS (xm ; Ym ) = I(Um ; Um + N m ) .

(6)

Proof: See Appendix C.
Remark 2: Proposition 2 shows that the intrinsic information
between xm and Ym is equal to the mutual information
between Um and Um + N m . This implies that the unknown
parameter xm plays the role of the RV Um in the derivation
of the secret-key rate in [9]. Note that xm is a single UDP,
and in practice one need to utilize different UDPs to achieve
the secret-key length.
The next proposition gives some functional properties of
(2)
the intrinsic information IS (xm ; Ym ) with respect to the
quantization level m.
Proposition 3: For a parameter x ∈ GS , the intrinsic
information (6) has the following properties:
(2)

(i) 0 ≤ IS (xm ; Ym ) < m + 1;
(2)
(2)
(ii) IS (xm ; Ym ) ≤ IS (xm+1 ; Ym+1 ).
Proof: See Appendix D.
Remark 3: The proposition shows that the intrinsic informa(2)
tion IS (xm ; Ym ) is positive, finite, and nondecreasing with
the quantization level m. In particular, each new quantization
bit of the parameter, although corrupted by the observation
noise, increases the intrinsic information.
The monotonicity property of the intrinsic information
(2)
implies that the limit of IS (xm ; Ym ) exists when m → ∞,
8 We

(2)
IS (·, ·)

use
to denote the intrinsic information for the standard case,
where the superscript 2 denotes binary representation.
9 Numerical results showed that the secret-key length as a function of x
m
is relatively flat over xm ∈ GS,m . Thus the intrinsic information serves as
a good approximation for the secret-key length.

defined as
(2)

(2)

IS (x; Y ) := lim IS (xm ; Ym )
m→∞

which is given in the next theorem.
Theorem 1: For a parameter x ∈ GS , the intrinsic information between x and Y for the standard case is
(2)

IS (x; Y ) = I(US ; US + N )

(7)

where the RV US ∼ U(GS ).
(2)
Proof: (Outline) First, the limit of IS (xm ; Ym ) exists
(2)
by Proposition 3 and it can be shown that IS (xm ; Ym ) ≤
I(US ; US +N ). Since xm → x, we can construct a sequence
of auxiliary RVs Um → US a.s. Moreover, Nm → N a.s.
Hence, the limit converges to I(US ; US +N ) by the dominated
convergence theorem.
Remark 4: Note that the limit in (7) can be infinite if the
probability distribution of N does not satisfy some regularity
condition, e.g., h(N ) = −∞ or the distribution contains
discrete components.
We now extend the intrinsic information (7) for x ∈ GS to
general nonzero parameter x ∈ R=0 . Note that the case of
nonzero parameters can be converted to the standard case by
shifting the position of the decimal point of both x and N
(and hence Y ) to the left by lx digits, since such an operation
does not affect the intrinsic digits. By a similar derivation
of Proposition 2 and Theorem 1, we can derive the intrinsic
information for nonzero parameters.
Corollary 1: For a parameter x ∈ R=0 , the intrinsic
information between x and Y for the standard case is
(2)

IS (x; Y ) = I(US ; US + 2−lx ·N ) .
(2)

(2)

Moreover, IS (2 l · x; 2 l · Y ) = IS (x; Y ) for any l ∈ Z.
B. General Case
Since Alice and Bob can scale their observations by any
nonzero constant before generating a secret key, we now consider the general case with M -ary representation and (nonzero)
scaling. First, the intrinsic information for the general case
with binary representation is defined as the average of those
for the standard case over all nonzero scalings, i.e.,
I (2) (x; Y ) := lim inf
T →∞

1
2T

(2)

[−T,0)∪(0,T ]

IS (tx; tY ) dt . (8)

Note that for a known constant t ∈ R=0 , the scaled parameter tx is unknown but deterministic. Hence we apply the same
analysis described in the previous subsection for the unknown
parameter tx. Let the set G (M) := [−1, −1/M ] ∪ [ 1/M, 1 ]
for M ∈ {2, 3, . . .} and the RV U (M) ∼ U(G (M) ).
Theorem 2: For a parameter x ∈ R, the intrinsic information
between x and Y for the general case with binary representation is
I (2) (x; Y ) = 2
(2)

1
1
2

I(Ux(2) ; Ux(2) + tN ) dt

(9)

where the RV Ux = x · U (2) .
(2)
Proof: Note that the intrinsic information IS (tx; tY )
is a periodic function of log t by Corollary 1. Within each
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period t ∈ [ 2n /|x|, 2n+1 /|x|) for n ∈ Z, it can be shown that
(2)
IS (tx; tY ) is a decreasing function of t. Hence, the lim inf
of the average in (8) is equal to the average in one period,
given by
I

(2)

|x|
(x; Y ) = n+1
2
− 2n

2n+1 /|x|
2n /|x|

(2)

IS (tx; tY ) dt

C. Properties of Intrinsic Information

which leads to (9) after some algebra.
Remark 5: The intrinsic information I (2) (x; Y ) is also
applicable to the case x = 0, i.e.,
I (2) (x = 0; Y = N ) = lim I (2) (x; Y ) = 0
x→0

(2)
Ux

since the distribution of
converges to the step function
as x → 0. This result agrees with the intuition since Eve can
generate statistically the same observation as Y = N .
We now extend the results for the binary representation
to M -ary representation of the parameters. Due to space
constraints, we will omit some of the proofs for brevity in
the following.
Theorem 3: For a parameter x ∈ R, the intrinsic information
between x and Y for the general case with M -ary representation is
I (M) (x; Y ) =

1

1
1 − M −1

M −1

(M)

I(x; Y ) := lim I (M) (x; Y )
M→∞

which is derived in the next theorem.
Theorem 4: For a parameter x ∈ R, the intrinsic information
between x and Y for the general case with ∞-ary representation is10
1
0

I(Ux ; Ux + tN ) dt

where the RV Ux ∼ U([ −|x|, |x| ]).
Proof: We can show that for any t ∈ [ 0, 1 ],
I(Ux(M) ; Ux(M) + tN ) ≤ I(Ux ; Ux + N ) − log t
and thus by Theorem 3 we have
I (M) (x; Y ) ≤ I(Ux ; Ux + N ) + log e .
10 The

We next present some properties of the intrinsic information
(11). The following propositions derive upper and lower
bounds for the intrinsic information as well as the information
loss due to finite-base representations.
Proposition 5: The intrinsic information I(x; Y ) is bounded
above and below as

max I(Ux ; Ux + N ), h(Ux ) − h(N ) + log e
≤ I(x; Y ) ≤ I(Ux ; Ux + N ) + log e . (12)
Moreover, the upper and lower bounds coincide when |x| →
∞.
Proof: Note that for any t ∈ [ 0, 1 ], we have
I(Ux ; Ux + tN ) ≥ I(Ux ; Ux + N )
and
I(Ux ; Ux + tN ) ≥ h(Ux ) − h(tN )

I(Ux(M) ; Ux(M) + tN ) dt (10)

where the RV Ux = x · U (M) .
Proof: The proof follows from a similar derivation as that
for the binary representation case.
Proposition 4: The intrinsic information I (M) (x; Y ) is
a non-decreasing function with M , i.e., I (M1 ) (x; Y ) ≤
I (M2 ) (x; Y ) for M1 ≤ M2 ∈ {2, 3, . . .}.
Remark 6: Recall that the M -ary representation of a parameter given in Definition 1, the MSB contains log(M − 1) bits
while each of the rest contains log M bits. This proposition
can be interpreted as that larger M gives a better resolution
of each digit.
Since the intrinsic information I (M) (x; Y ) is nondecreasing with M , the limit exists as M → ∞ and we define
such a limit as the general intrinsic information, i.e.,

I(x; Y ) =

(M)

Moreover, since Ux → Ux in distribution and M −1 → 0 as
M → ∞, the limit in (11) can be obtained by the dominated
convergence theorem.
In the rest of the paper, we will refer the notion of intrinsic
information to (11) if not otherwise specified.

superscript ∞ is omitted for brevity.

(11)

= h(Ux ) − h(N ) − log t
which lead to the lower bound by taking the integration over
t on both sides. On the other hand, the upper bound is due to
the fact that for any t ∈ [ 0, 1 ],
I(Ux ; Ux + tN ) ≤ h(Ux + N ) − h(tN )
= I(Ux ; Ux + N ) − log t .
Moreover, the gap between the upper and lower bounds is less
than or equal to

 

I(Ux ; Ux + N ) + log e − h(Ux ) − h(N ) + log e
= I(N ; Ux + N )
which goes to zero as |x| → ∞.
Remark 7: The upper and lower bounds for the intrinsic
information are more tractable since they do not involve the
integral over t ∈ (0, 1 ] as in (11). Moreover, the gap between
the upper and lower bounds is shown to be at most log e ≈
1.4 bits, and such a gap diminishes when |x| → ∞. Hence,
these bounds can be used for further analysis, especially in
2
2
 1 in which σN
is the
high SNR scenarios where |x|2 /σN
variance of N .
Proposition 6: The loss of intrinsic information due to M ary representation is
0 ≤ I(x; Y ) − I (M) (x; Y ) ≤

MM
1
log
M −1
(M − 1)M−1

and the upper bound can be achieved asymptotically when
|x| → ∞, i.e.,
lim

|x|→∞




I(x; Y ) − I (M) (x; Y ) =

MM
1
log
.
M −1
(M − 1)M−1

In particular, the maximum loss is 2 bits, obtained when M =
2 and |x| → ∞.
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Remark 8: Proposition 6 provides the upper bound for
the information loss due to M -ary representation of the
parameters. For example, the maximum loss is 2, 0.52, and
0.36 bits for binary, decimal, and hexadecimal representations,
respectively. Moreover, the loss of intrinsic information increases with the parameter value |x|, in which case the intrinsic
information itself also increases. Numerical examples will be
given in Section V to quantify the information loss due to
finite-base representations.
D. Extensions and Discussion
In this section, we derive the intrinsic information between
two noisy observations of the same unknown parameter, and
then extend the results to vector parameter cases. We will also
provide a brief discussion on the case in which Eve also has an
observation of the parameter and a remark on the secret-key
generation using deterministic and random sources.
1) Two Noisy Observations: We next present the intrinsic
information between two noisy observations, following an
analogous derivation as those in Section III.
Theorem 5: For a parameter x ∈ R, the intrinsic information
between X = x + N1 and Y = x + N2 is
I(X; Y ) =

1
0

I(Ux + tN1 ; Ux + tN2 ) dt .

(13)

Remark 9: The intrinsic information between two observations of a UDP reduces to (11) in Theorem 2 if N1 = 0.
2) Vector Parameters: Let T := diag{t1 , t2 , . . . , td }, and
define the integral
Id
0

g(·) d T :=

1
t1 =0

···

1
td =0

g(·) dt1 dt2 · · · dtd .

The intrinsic information for vector parameter cases is given
in the next theorem.
Theorem 6: For a parameter vector x ∈ Rd , the intrinsic
information between X = x + N1 and Y = x + N2 is
I(X; Y) =

Id
0

I(Ux + TN1 ; Ux + TN2 ) d T

(14)

where Ux = [ Ux1 Ux2 · · · Uxd ]† , in which the RV Uxi ∼
U([ −|xi |, |xi | ]).
Proposition 7: The intrinsic information I(X; Y) is
bounded below as
I(X; Y) ≥ d (1 + log e) +

d


I(X; Y |Z) =

1
0

I(Ux + tN1 ; Ux + tN2 |Ux + tN3 ) dt .

Moreover, for some special cases [9], the upper and lower
bounds coincide.
4) Deterministic v.s. random sources: We close this section
with a remark on the difference between secret-key generation
using UDSs developed in this work and that using random
sources studied in literature. The main difference is whether
the source is considered deterministic or random. In the former
case, the unknown parameter x is nonrandom (i.e., it does not
follow any distribution), and the secrecy is derived from the
ambiguity of x according to its uncertainty set; the secret-key
length is equal to the intrinsic information between x and Y =
x + N , which depends on the particular value of x. However,
in the latter case, the unknown parameter X is random (i.e.,
it follows a presumed distribution), and the secrecy is derived
from the randomness of X according to its distribution; the
secret-key length is equal to the mutual information between
X and Y = X + N , which depends on the distribution of X.
IV. C ASE S TUDY: W IDEBAND C HANNELS IN
M OBILE W IRELESS N ETWORKS
In this section, we first introduce the models for timevarying wideband channels in mobile wireless networks and
then derive the intrinsic information of such wideband channels.
A. Wideband Channel Models
Let T := {1, 2, . . . , N } be the set of time indexes. The
received wideband waveform by multipath propagation at time
n ∈ T can be modeled as [39]
r

(n)

(t) =

(n)
L


(n)

αl

·

√


(n) 
+ z (n) (t) , t ∈ [ 0 , Tob )
P s t − τl

l=1

(16)
log |xi | − h(N1 − N2 )

i=1

=: IH (X; Y) .

3) Observation at Eve: We next briefly discuss the case in
which Eve also has an observation of the unknown parameter.
By a similar derivation leading to Theorem 4 and the results
in [9], one can show that the secret-key length between
Alice and Bob,
 conditioned on Eve’s observation, is bounded
between
max
I(X; Y ) − I(X; Z), I(X; Y ) − I(Y ; Z) and

min I(X; Y ), I(X; Y |Z) , where

(15)

Moreover, the lower bound can be achieved asymptotically
when |xi | → ∞ for all i = 1, 2, . . . , d.
Proof: See Appendix E.
Remark 10: The proposition gives a lower bound for the
intrinsic information and shows that the bound is asymptoti2
is large. Since
cally tight in high SNR regimes where |xi |2 /σN
the lower bound does not involve integral over T, it is more
appealing than the exact expression (14) and we will use it
for analysis in high SNR scenarios in the next section.

where s(t) is a normalized known wideband waveform, P is
the transmit power of the signal measured at 1 m away from
the transmitter, L(n) is the number of multipath components
(n)
(n)
(MPCs), αl ∈ R and τl ∈ R≥0 are the amplitude and
delay of the lth path, respectively, z (n) (t) is the observation
noise modeled as a real-valued white Gaussian processes
with spectral density N0 /2, and [ 0 , Tob ) is the observation
interval. The effective bandwidth of the signal is defined
∞ 2
1/2
as β :=
f S(f )2 df
, where S(f ) is the Fourier
−∞
transform of s(t).
In the following, we consider two simple channel models
for low and high mobility scenarios, aiming to provide insights
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into the intrinsic information of time-varying wideband channels.11 Our methods and analysis for the intrinsic information
in the case study are applicable to general scenarios.
Low Mobility: Consider low mobility scenarios in which the
path amplitudes and delays experience slow variations over
time. In particular, there is no removal or addition of MPCs
in the channels at different time instants, i.e., L(n) = L for all
n ∈ T , and the variations of the path amplitudes and delays
are modeled as
(n+1)

αl

(n+1)
τl

(n)

+ δα(n,l) (v (n) )

(n)
τl

δτ(n,l) (v (n) )

= αl
=

+

(17)
(18)

(n)

where v
is the relative speed of the two nodes at time n,
(n,l)
(n,l)
and δα (·) and δτ (·) are functions of the node speed.12
For instance, based on ray-tracing multipath propagation,
(n,l)
δτ (v (n) ) ∈ [ −v (n) /c , +v (n) /c ], where c is the speed of
propagation.
High Mobility: Consider high mobility scenarios in which
the path amplitudes and delays experience fast variations over
time. In particular, the channel impulse responses of different
measurements are completely independent, i.e., the number of
MPCs, path amplitudes, and path delays have no relationship
among channels at different time instants. For simplicity, we
assume that the number of MPCs for different time instants
are equal, i.e., L(n) = L for all n ∈ T .
B. Intrinsic Parameters
The unknown parameters of the wideband channels during
time 1 to N include all the multipath parameters of the
waveforms, given by

†
θ = θ (1) † θ(2) † · · · θ(N ) †
(19)

†
where θ(n) = α(n) † τ (n) † includes the channel param(n)
(n)
(n)
α2
· · · αL ]†
eters at time n, in which α(n) = [ α1
(n)
(n)
(n) †
(n)
and τ
= [ τ1
τ2
· · · τL ] .
These multipath parameters fully characterize the timevarying channels from time 1 to N , and they can serve as
a common UDS between two nodes according to the channel
reciprocity principle. Note that since the multipath parameters
at different time instants follow the mobility models, not all
the parameters in θ are intrinsic. We next give the intrinsic
parameters based on the channel models in low and high
mobility scenarios.
(1)
Low Mobility: Without loss of generality, we assume τ1 <
(1)
(1)
(1)
τ2 < · · · < τL for time 1. Since the path delay τl
increases with l, the first arrival time and inter-arrival times
are intrinsic for the channel. Moreover, based on the multipath
parameter variation models (17) and (18), the variations of
the path amplitudes and delays are intrinsic. Therefore, the
11 Note

that the models characterize two extreme scenarios in mobile
networks, i.e., low and high mobility. The channels for general scenarios
are expected to behave somewhere between the two extreme scenarios. The
time-varying channel models need to be verified by experimentation, which
is beyond the scope of this paper.
12 The functions for the amplitude and delay variations can account for a
wide range of channel behaviors in various scenarios.

intrinsic parameter set is
 (1) (1)
(1)
αl , τl − τl−1 : l ∈ L
 (n+1)
(n)
(n+1)
(n)
− αl , τl
− τl : l ∈ L, n ∈ T \{N }
∪ αl
(n)

where L := {1, 2, . . . , L} and τ0
:= 0 for notational
convenience. We can then represent the intrinsic parameters
by the vector η = H1 θ, where H1 is a 2N L × 2N L matrix
given by
H1 = I2N L −

2N


2N
E2N
n,n−2 ⊗ IL − E2,2 ⊗ D

n=3

L
in which D is a L × L matrix given by D = l=2 EL
l,l−1 .
High Mobility: Without loss of generality, we assumed
(n)
(n)
(n)
τ1 < τ2 < · · · < τL for all n ∈ T . Since the multipath
parameters are uncorrelated among different measurements,
the intrinsic parameters can be written as the vector η = H2 θ,
where H2 is a 2N L × 2N L matrix given by
H2 = I2N L −

N


E2N
2n,2n ⊗ D .

n=1

We consider that the waveform s(t) is a continuous function
and define functions φ1 (τ ) := s(t − τ ) and φ2 (τ ) := −ṡ(t −
τ )/2πβ. We also introduce the kernel matrix
Φ(τ , τ ) :=

L 
L


EL
i,j ⊗ Φ(τi , τj )

i=1 j=1
†

for τ = [ τ1 τ2 · · · τL ] , where


φ1 (τ1 ), φ1 (τ2 ) φ1 (τ1 ), φ2 (τ2 )
Φ(τ1 , τ2 ) :=
φ2 (τ1 ), φ1 (τ2 ) φ2 (τ1 ), φ2 (τ2 )
in
 which† the inner product is given by g(τ1 ), h(τ2 ) :=
g(τ1 ) h (τ2 ) dt. We next define the notion of resolvable
MPCs in terms of the kernel matrix.
Definition 3 (Resolvable Multipath Channel): The multipath channel is called resolvable, if Φ(τi , τj ) = 0 for all
pairs of {(i, j) : i, j ∈ L, i = j}.
Remark 11: When the multipath channel with the delay
vector τ is resolvable, one can show that Φ(τ , τ ) = I. As an
example, a multipath channel is resolvable if the supports of
s(t − τi ) and s(t − τj ) do not overlap for all pairs i = j ∈ L.
C. MSE Bounds and Intrinsic Information
We next obtain the information inequality for the meansquared error (MSE) matrix of the intrinsic parameters, and
then characterize the intrinsic information of the wideband
channels in high SNR regimes.
The MSE matrix of the unbiased estimate η̂ of the intrinsic
parameter vector is given by [46], [47]

Er (η − η̂)(η − η̂)†  J−1
(20)
η
where Jη is the Fisher information matrix (FIM) for the
parameter η based on the observations {r(n) (t) , n ∈ T }.
In high SNR regimes, the information inequality (20) is
achievable asymptotically, and the error vector η̂ − η follows
a joint Gaussian distribution with zero mean and covariance
−1
matrix J−1
η , i.e., η̂ ∼ N (η, Jη ) [43].
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We consider that the wireless systems operate in high SNR
(1:N )
(1:N )
regimes, and let rA
and rB
be the set of waveforms
received during time 1 to N at Alice and Bob, respectively.
The channel between them is assumed to be reciprocal so
(n)
(n)
that rA and rB are the same except for observation noises.
Based on the information inequality (20), the estimates of the
intrinsic parameter vector at Alice and Bob can be written,
ηA and η̂ B = η+
ηB , where the error
respectively, as η̂ A = η+
 A and η
 B can be modeled as independent N (0, J−1
vectors η
η )
RVs.
By using (15), we next derive the intrinsic information of
the wideband channels in high SNR regimes.
Theorem 7: In high SNR regimes, the intrinsic information
(1:N ) (1:N )
; rB
) is given by (21)
of the wideband channels IH (rA
and (22) shown at the bottom of the page for the low and high
mobility scenarios, respectively.
Proof: See Appendix F.
Proposition 8: The path overlapping effect satisfies
1
(n)
, τ (n) ) ≤ 0, with the equality iff the multipath
2 log Φ(τ
channels are resolvable.
Proof: Sufficiency: If the multipath channel is resolvable, then Φ(τ (n) , τ (n) ) = I by Definition 3 and hence
|Φ(τ (n) , τ (n) )| = 1.
Necessity: If |Φ(τ (n) , τ (n) )| = 1, since Φ(τ (n) , τ (n) )  0
and all its diagonal elements of are 1’s, then Φ(τ (n) , τ (n) ) =
I, i.e., the multipath channel is resolvable.
Remark 12: The theorem gives the intrinsic information
of the wideband channels for both low and high mobility
scenarios. We make several remarks as follows.
First, the intrinsic information is proportional to the number
of observations N and MPCs L, since each MPC in an
observation has two parameters, i.e., amplitude and delay, that
provides intrinsic information.
Second, the intrinsic information increases logrithmatically
with the effective bandwidth β and transmit power P . Roughly
speaking, this is because in high SNR regimes, doubling
the effective bandwidth reduces the standard derivation of
the delay estimation errors by half, and hence increases one
intrinsic information bit for each delay parameter. Similarly,
doubling the power reduces the variances of both the amplitude and delay estimation errors by half, and hence increases
one intrinsic information bit for each pair of amplitude and
delay parameters.
Third, for the low mobility scenarios, the intrinsic information increases logrithmatically with the path gains, inter-arrival
times, and multipath parameter variations, where the variations
depend on the node speed. Each of these parameters is a

(1:N )

IH (rA

(1:N )

; rB

UDS that provides intrinsic information, and the information
increases logrithmatically in high SNR regimes because more
intrinsic digits are available. Similarly, for the high mobility
scenarios, the intrinsic information increases logrithmatically
with the path gains and inter-arrival times. The node speed
is not involved because the multipath parameters in different
channel measurements are not correlated.
Lastly, the intrinsic information also depends on the
path overlapping effect characterized by 12 log |Φ(τ (n) , τ (n) )|.
Since the determinant is less than or equal to 1, path
overlapping always decreases the intrinsic information unless the multipath channels are resolvable, in which case
Φ(τ (n) , τ (n) ) = 1 and the last terms in (21) and (22)
vanish. Hence, resolvable channels are desirable for secretkey generation because they provide better channel parameter
estimation, and consequently larger intrinsic information.
V. N UMERICAL AND S IMULATION R ESULTS
In this section, we illustrate applications of our analytical
results by numerical examples and simulation. We first give
some numerical examples of the intrinsic information, and
then quantify the intrinsic information of wideband channels
based on the standard IEEE model by simulation.
A. Numerical Properties
We first investigate the intrinsic information as a function
of the parameter value x where the observation noise is a
Gaussian RV with zero mean and unit variance. Figure 2(a)
depicts the intrinsic information given by (11), its upper
and lower bounds given by (12), as well as the intrinsic
information with M -ary representation given by (10). First,
the intrinsic information is monotonically increasing with x
for a given noise distribution, since larger parameter values
provide more intrinsic digits for secret-key generation. Second,
the upper and lower bounds are tight for asymptotically large
x, which is proven in Proposition 5. For instance, the gap
between the bounds is less than 0.2 bits when x ≥ 10, which
is less than 5% of the intrinsic information. Third, the intrinsic
information increases as log x for asymptotically large x, since
both the upper and lower bounds increase logarithmically. This
is consistent with the quantization theory that doubling the
parameter results in one more representation bit in high SNR
regimes. Fourth, the loss of intrinsic information due to M ary representation decreases with M , but such a loss is not
negligible when M is small. For example, the loss is 0.36 bits


eβP
(1)
(1)
(1) 
2 log |αl | + log |τl − τl−1 |
−1 +
N0
L

) = L 2N + N log

(21)

l=1

+

N
−1 
L




(n+1)

log |δα(n,l) (v (n) )| + log |δτ(n,l) (v (n) )| + log |αl

n=1 l=1

(1:N )

IH (rA

(1:N )

; rB

) = N L 1 + log

eβP
N0

+

N
 1
| +
log Φ(τ (n) , τ (n) )
2 n=1

N 
N
L


1
(n)
(n)
(n) 
2 log |αl | + log |τl − τl−1 | +
log Φ(τ (n) , τ (n) )
2
n=1
n=1
l=1

(22)
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when M = 16 and 2 bits when M = 2 for large x, as shown
in Proposition 6.
We then examine the loss of intrinsic information due to
M -ary representation of the parameter value x. Figure 2(b)
shows the loss of intrinsic information as well as its upper
bound. First, the loss decreases with M as shown in Theorem
4. This is because larger M gives a better resolution of the
intrinsic digits of the parameter. Second, the loss increases
with x, approaching the upper bound derived in Proposition
6 when x → ∞. For example, with M = 2, the gaps to the
upper bound are about 1.5 and 0.25 bits for x = 1 and x = 16,
respectively.
B. Wideband Channels
We define the intrinsic information rate as the average
intrinsic information per channel measurement, i.e.,
1
(1:N ) (1:N )
IH (rA
; rB
)
N
and next evaluate such an information rate of wideband
channels by simulation.
We first give a numerical example for the intrinsic information rate of the wideband channels as a function of the node
speed in low mobility scenarios described in Section IV-A.
The network parameters are given as follows: the transmit
signal is a sinc function with bandwidth W GHz; the path
arrival times follow the Poisson model with a fixed rate 2 ns−1 ;
the power dispersion profile is an exponential function with
delay time constant 15 ns; the received SNR is 30 dB; and
the variations of multipath parameters are proportional to
speed, modeled as uniform RVs δτ (v) ∼ U([−v/c, +v/c ])
and δα (v) ∼ U([−|α|v/10, +|α|v/10 ]).
Figure 3 shows the intrinsic information rate as a function
of the node speed for different transmission bandwidths and
numbers of MPCs based on (21). First, the information rate
increases logarithmically with the speed and it is proportional
R(rA (t); rB (t)) =

Intrinsic information rate [bit/meas.]

Fig. 2. (a) Intrinsic information, its upper and lower bounds, and the intrinsic information with M -ary representation as a function of the parameter value
x. (b) Loss of intrinsic information due to M -ary representation and its upper bound as a function of the representation base M .
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Fig. 3. Intrinsic information rates as a function of the node speed for different
transmission bandwidth and number of MPCs. (SNR = 30 dB)

to the number of MPCs. For example, doubling the speed
increases the information by 50 and 100 bits for L = 50 and
L = 100, respectively. Second, larger transmission bandwidth
gives a larger information rate due to two factors: it (i)
provides more accurate path delay estimates, and (ii) reduces
the effect of path overlapping. As an example for L = 50, the
information rate increases by 57.2 bits when the bandwidth
increases from 5 to 10 GHz, where the former and latter
factors contribute 50 and 7.2 bits, respectively.
We then evaluate the intrinsic information rate of the
wideband channels according to the IEEE 802.15.4a channel
model [40] by Monte-Carlo simulation. In particular, we
consider residential line-of-sight (LOS) CM1 and non-LOS
(NLOS) CM2 environments. The transmit signal is a sinc
function with bandwidth W GHz. Figure 4(a) shows the effect
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Fig. 4. (a) Effect of path overlapping on intrinsic information, 12 log |Φ|, as a function of the transmission bandwidth in LOS and NLOS environments. (b)
Intrinsic information rates as a function of the transmission bandwidth in LOS and NLOS environments.

of path overlapping on the intrinsic information rate as a
function of the transmission bandwidth based on (22). The
path overlapping always reduces the intrinsic information rate
since log |Φ| ≤ 0, and the amount of this reduction decreases
with the transmission bandwidth since larger bandwidth gives
better channel resolvability. Moreover, the information rate
loss due to the path overlapping is larger in NLOS scenarios
than in LOS scenarios, because there are more MPCs in the
former scenarios.13
Finally, Fig. 4(b) shows the intrinsic information rate as
a function of the transmission bandwidth for different SNRs.
First, a higher SNR gives a larger information rate, which is intuitive since it yields smaller errors in estimating the multipath
parameters. Second, the information rate increases with the
transmission bandwidth, because larger bandwidth increases
the estimation accuracy of path delays as well as reduces the
effect of path overlapping. In particular, the contribution of
the former increases logarithmically with the bandwidth and
is proportional to the number of MPCs, as shown in Fig. 4(a).
Third, the information rate increases faster, with respect to the
bandwidth, in NLOS scenarios than in LOS scenarios. This is
due to the fact that more MPCs are present in NLOS scenarios.
Therefore, for a given transmission bandwidth, the number
of MPCs plays a dual role for the information rate: more
MPCs increase the rate because of more parameters available
for generating a secret key, but decrease the rate due to the
path overlapping effect that degrades the estimation accuracy.
When the bandwidth is large, the former factor dominates and
thus the rate in NLOS scenarios is larger than that in the
LOS scenarios, and vice versa when the bandwidth is small
since the latter factor dominates. For example, as shown in
Fig. 4(b), the curves of the information rates in the LOS and
NLOS scenarios intersect at the bandwidth around 8 GHz for
SNR = 30 dB.
13 In the simulation, the average number of MPCs are 65 and 102 for LOS
scenarios and NLOS scenarios, respectively.

VI. C ONCLUSION
In this paper, we developed a framework for secret-key
generation using common UDSs and proposed a new information measure called intrinsic information to characterize
the achievable secret-key length. In contrast to the existing
work based on random sources, we considered a non-Bayesian
scenario where the parameter of the source is unknown but
deterministic. Through an information-theoretic analysis, we
derived the intrinsic information of real-valued parameters
represented in different bases as a function of the parameter
value and noise distribution. Moreover, we determined the
intrinsic information of a wideband propagation medium to
characterize the potential of such a medium for secret-key generation. We also quantified the effect of the network parameters such as transmit power, transmission bandwidth, mobility,
etc. on the intrinsic information. These results provide a new
information-theoretic perspective and its practical implications
for secret-key generation, which will foster new secure and
authentication applications in mobile wireless networks.
A PPENDIX A
C ARDINALITY OF U NCERTAINTY S ET
Proposition 9: The cardinality of the uncertainty set of xm
with M -ary representation is given by
|SM (xm )| = 2 · (M − 1)1{m+lx ≥0} ·M [ m+lx ]

+

(23)

for x ∈ R. Moreover, when the partial knowledge of x is
available such that x is nonnegative, the cardinality is
+

+
|SM
(xm )| = (M − 1)1{m+lx ≥0} ·M [ m+lx ] .

Proof: Recall the M -ary representation of x quantized to
the mth digit after the decimal point given by (2). There are
three cases:
• if m < −lx , SM (xm ) involves only s̃x , and hence
|SM (xm )| = 2 since there are two possible values for
s̃x ;
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if m = −lx , SM (xm ) involves s̃x and x̃(−lx ) , and
hence |SM (xm )| = 2 · (M − 1) since there are M − 1
possible values for x̃(−lx ) ;
• if
m
>
−lx , SM (xm ) involves s̃x and
{x̃(−lx ) , · · · , x̃(m) }, and hence |SM (xm )|
=
2 · (M − 1) · M m+lx since there are M possible
values for each x̃(i) where −lx + 1 ≤ i ≤ m.
In summary, the cardinality of SM (xm ) is given by (23).
Moreover, for nonnegative parameters, the sign sx ≡ 1 and
hence the cardinality of the uncertainty set is reduced by half.
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A PPENDIX C
P ROOF OF P ROPOSITION 2

•

Proof: Let Ym := Um + N m . Based on the definition
(5) and the secret-key length (4), we have
(2)

IS (xm ; Ym )
= H(Um ) −
= H(Um ) −

 

1

2m+1


Pk1 −k0 ,m H Um Ym =

k0 ∈Km k1 ∈Z

P{Ym = k1 /2m }H Um Ym =

k1 ∈Z

A PPENDIX B
P ROOF OF P ROPOSITION 1
Proof: The likelihood function of the parameter xm =
k2 /2m given the observation Ym = k1 /2m is
k2
k1
k1
k2
L xm = m Ym = m = P Ym = m xm = m
2
2
2
2
for k2 ∈ Km . We introduce a RV Vm ∈ GS,m with a
distribution characterizing the likelihood of xm conditioned
on Ym , i.e., the conditional distribution of Vm follows

k2
k1 
P Vm = m Ym = m
2
2

L xm = 2km2 Ym = 2km1


=
k2
k1
k2 ∈Km L xm = 2m Ym = 2m

Pk1 −k2 ,m

, k2 ∈ Km
k2 ∈Km Pk1 −k2 ,m
(24)
=
0,
otherwise
where the denominator is a normalization for the distribution.
For a given observation Ym , Bob deciphers the cryptogram
based on the likelihood function of xm , or equivalently Vm .
Note that the message W is uniformly distributed in the set
W with cardinality |W| = |GS,m |, and thus H(W ) = H(Um ).
Moreover, since the enciphering and deciphering process is a
reversible one-to-one mapping from W to itself, the conditional entropy of W given Ym and the cryptogram is equal to
the conditional entropy of Vm , i.e.,
k1
k1
H W Ym = m , e(W, xm ) = wi = H Vm Ym = m
2
2
where W := {wi : i = 1, 2, . . . , |W|}.
Finally, let Ym := Um + N m , and one can verify that the
conditional distribution of Um is equal to (24), i.e.,


k2
k1 
k2
k1 
P Um = m Ym = m = P Vm = m Ym = m
2
2
2
2
and therefore, it follows that
H(W |Ym , e(W, xm ))
|W|


 
k1 
=
P e(W, xm ) = wi P Ym = m
2
i=1
k1 ∈Z

=

 
P Ym
k1 ∈Z

k1
· H W Ym = m , e(W, xm ) = wi
2
k1 
k1
= m H Um Ym = m
2
2

where the last equality is due to P{e(W, xm ) = wi } =
1/|W|. This leads to (4) since H(W ) = H(Um ).

k1
2m

k1
2m

= H(Um ) − H(Um |Ym ) = I(Um ; Um + N m )
where
the second equality follows from P{Ym = k1 /2m } =
1
k0 ∈Km Pk1 −k0 ,m .
2m+1
A PPENDIX D
P ROOF OF P ROPOSITION 3
(2)

Proof: (i) The intrinsic information IS (xm ; Ym ) is
nonnegative because it can be represented as the mutual
information between two RVs in (6), and it is bounded above
because
(2)

IS (xm ; Ym ) = H(Um ) − H(Um |Um + N m )
≤ H(Um ) = m + 1 .
(ii) The distribution of Ym = Um + N m is given by

1 
k 
Qk,m := P Ym = m =
Pk−j,m
(25)
2
Km
j∈Km

where Km := |Km | = 2
and Um is given by

m+1

, and the joint distribution of Ym


k
j 
P Ym = m , Um = m =
2
2



Pk−j,m /Km , j ∈ Km
0,
otherwise .

Hence, the intrinsic information between xm and Ym in (6)
can be obtained as
∞ 


1 
(2)
g(Qk,m ) −
IS (xm ; Ym ) =
g(Pk−j,m )
Km
j∈Km

k=−∞

(26)
where g(t) := −t log t. Similarly, we can obtain
(2)

IS (xm+1 ; Ym+1 )
∞ 

=
g(Q2k,m+1 ) + g(Q2k+1,m+1 )

(27)

k=−∞


1  g(P2k−j,m+1 ) + g(P2k+1−j,m+1 )
−
.
Km
2
j∈Km+1

Next, we denote
(1)

1 
P2k−2j,m+1
Km
j∈Km
1 
:=
P2k−2j+1,m+1 .
Km

Qk,m :=
(2)

Qk,m

j∈Km

Since Pk,m = P2k,m+1 + P2k+1,m+1 , we have Qk,m =
 (1)
(1)
(2)
(2) 
Qk,m + Qk,m , Q2k,m+1 =
Qk,m + Qk,m /2, and
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 (1)
(2) 
Q2k+1,m+1 = Qk+1,m +Qk,m /2. Combining (26) and (27),
we have
(2)

(2)

IS (xm+1 ; Ym+1 ) − IS (xm ; Ym ) = A − B

(28)

where A is given by
A=

∞ 


(1)

g

2

k=−∞

≥

(1)

+g

2

∞


+

(2)

Qk+1,m + Qk,m
2




 (1)
(2)
− g Qk,m + Qk,m
 (2) 
 (1) 
∞ 

g Qk,m + g Qk,m

k=−∞

=

(2)

Qk,m + Qk,m

(1:N )

 (1) 
 (2) 
g Qk+1,m + g Qk,m
2

(2)

g̃(P2k−2j,m+1 , P2k+1−2j,m+1 ) (30)

k=−∞ j∈Km

L



(2)

IS (xm+1 ; Ym+1 ) − IS (xm ; Ym ) ≥ 0
(1)

(2)

because g̃(t1 , t2 ) is a concave function, and Qk,m and Qk,m
are weighted average of P2k−2j,m+1 and P2k+1−2j,m+1 , respectively.

(1)



≥





n=1 l=1

B ) .
− h(
ηA − η

0
Id
0



(31)

 B are independent, η
A − η
 B follows N (0, 2 ·
 A and η
Since η
J−1
η ) and hence


1
log (2πe)2N L |2 · J−1
η |
2
1
= 2N L + N L · log(πe) − log Jη .
2

B) =
h(
ηA − η

U=



− h(T(N1 − N2 )|Ux + T N1 ) d T

h(Ux ) − h(T(N1 − N2 )) d T

= h(Ux ) −
= IH (X; Y)

Id
0

(32)

We next derive the expression for log Jη . Since η = H1 θ,
we have Jη = H1 Jθ H†1 , where Jθ is the FIM for the parameter θ. Based on the channel model (16), the FIM Jθ can be derived after some algebra as Jθ = diag{Jθ (1) , Jθ (2) , . . . , Jθ (N ) }
where
2
U · Φ(τ (n) , τ (n) ) · U†
N0

L
2L
√ 
√ 
(n)
P
E2L
E2L
.
l,l ⊗ 1 + 2πβ P
l,l ⊗ αl
l=1

h(Ux + T N1 )



in which U is a 2L × 2L diagonal matrix given by

Proof: The lower bound can be derived as
Id

(1)

− τl−1 |

log |δα(n,l) (v (n) )| + log |δτ(n,l) (v (n) )|

Jθ (n) =
A PPENDIX E
P ROOF OF P ROPOSITION 7

(1)

log |αl | + log |τl

l=1
N
−1 
L


Therefore, by substituting (29) and (30) in (28), we can
conclude that

I(X; Y) =

log |η 2L(n−1)+l |

B )
− h(
ηA − η

+

(2)

N 
2L

n=1 l=1

(29)

in which g̃(t1 , t2 ) := g(t1 ) + g(t2 ) − g(t1 + t2 ), the inequality
follows from the concavity of g(·), and the last equality
follows from reordering; and similarly B is given by


) = IH (η̂ A ; η̂ B )

= (2N − 1)L + 2N L log e +

+

g̃(Qk,m , Qk,m )

∞
1 
Km

(1:N )

; rB

= (2N − 1 + 2N log e)L

k=−∞

B=

Proof: For the low mobility scenarios, note that the delays
are always positive, but the amplitudes as well as the variations
in delays and amplitudes can be negative. Hence, by the
expression (15), we have the intrinsic information for the
parameter vector η as
IH (rA


 (1)
(2) 
− g Qk,m + Qk,m
(1)

A PPENDIX F
P ROOF OF T HEOREM 7

log |T| d T − h(N1 − N2 )

1
where the last equation follows from 0 log t dt = − log e and
d
h(Ux ) = d + i=1 log |xi |.
Moreover, when |xi | → ∞ for all i = 1, 2, . . . , d, we have
h(T(N1 − N2 )|Ux + T N1 )  h(T(N1 − N2 )) and h(Ux +
T N1 ) − h(Ux )  0, leading to I(X; Y) − IH (X; Y)  0,
i.e., the lower bound is asymptotically tight.

l=L+1

It is easy to check |H1 | = 1, and hence
log Jη = log Jθ =
=

N

n=1
N


log Jθ (n)
log

n=1

22L
|U|2 |Φ(τ (n) , τ (n) )|
N02L
4P πβ  
(n)
+
2 log |αl |
N0
n=1
N

= 2N L · log

L

l=1

+

N


log Φ(τ (n) , τ (n) ) .

n=1

Substituting the above into (32) and then (31), we can obtain
(21).
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For the high mobility scenarios, the intrinsic information
for the parameter vector η can be derived as
(1:N )

IH (rA

(1:N )

; rB

) = (2N − N + 2N log e)L
+

N 
L



(n)

(n)

log |αl | + log |τl

(n)



− τl−1 |

n=1 l=1

B)
− h(
ηA − η
 B ) can be obtained in the same way as (32)
where h(
ηA − η
for the low mobility scenarios, leading to (22).
Moreover, Φ(τ (n) , τ (n) )  0 since it is a kernel matrix,
and its diagonal elements of are all equal to one. Hence,
Φ(τ (n) , τ (n) ) = 1 when the off-diagonal elements are
all zero, corresponding to the case in which the MPCs are
resolvable.
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